GFIPM Claims in CISS

GFIPM data classifications are currently being assigned to data by agencies who own the
data, based on their interpretation of the sensitivity of the data that will be accessed by the
CJIS community. Every data source has business rules that classify the data and define
security restrictions. Users are allowed access to data based on the claims in their user
profile.

Authorized administrators from each agency will be assigning claims to their CISS users
depending on their credentials and privileges. Users may have more than one claim attached
to their user profile.

The four GFIPM claims currently being assigned to users at this time are:

= Public Data Self Search Home Privilege Indicator

= Sworn Law Enforcement Officer Indicator

= Criminal Justice Data Self Search Home Privilege Indicator

= Youthful Offender Data Self Search Home Privilege Indicator

Public Data Self Search Home Privilege Indicator

The GFIPM standard for public data is non-classified information. A user with this claim
would be any user with a valid CISS user account. This would include users from any
agency or branch that is represented in the CJIS Governing Board.

Sworn Law Enforcement Officer Indicator
This GFIPM claim defines a Sworn Law Enforcement Officer (SLEO) as:

= Full time employee of state recognized LEA
= Authorized to make an arrest
= Certified by state certifying authority

Criminal Justice Data Self Search Home Privilege Indicator

The Criminal Justice Data Self Search Home Privilege Indicator claim authorizes a user to
view criminal justice data from law enforcement agencies, administrative agencies, courts,
and correction agencies regarding arrests, investigation, conviction, and sentencing for
violation of a federal, state, tribal or territorial criminal law, including post-conviction
correctional supervision during incarceration, supervision after release from incarceration
and performance of restitution.

Youthful Offender Data Self Search Home Privilege Indicator

The Youthful Offender Data Self Search Home Privilege Indicator is a custom claim, since
GFIPM does not have a standard claim pertaining to youthful offenders. As stated in CGS
Section 54-76b, youthful offender data is information that pertains to an individual with
youthful offender status. Youthful offender data is usually coupled with another claim, for
example, criminal justice data.

As the CISS project progresses, more GFIPM claims will be added and assigned to users.
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