National Information Exchange Model

(NIEM)

CJIS Technology Committee
Recommendation:

The goal of the CJIS Community is that
all new Business Technology Projects
and Upgrades adopt Niem conformance
for data exchange with CISS, OBTS, and
CIDRIS.
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Presentation Notes
It is a CJIS Community objective to provide maximum autonomy

To each agency to carry out it’s mission.



In keeping with this idea it is the recommendation of the CJIS Technology Committee that:



All new Business Technology Projects and Upgrades 

adopt Niem conformance for data exchange with CISS, OBTS, and CIDRIS.




National Information Exchange Model

(NIEM)

 NIEM is a national, multi-community data
model

e Made possible by input and review from State,
Local, Federal, and Tribal agencies

e The NIEM physical model is XML schema

 NIEM provides a foundation for developing
information exchange specifications (IEPDs)
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National Information Exchange Model (NIEM)

Why set a standard?

 Enable People and Systems to Talk
to Each Other

e Avoid Errors and
Misunderstandings

e Save Time and Money!
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NIEM Federal and National

Adoption and Use

Department of Defense
Department of Justice

Department of Homeland Security
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Have agreed to use NIEM as the common protocol for exchanging law enforcement information between agencies




NIEM Federal and National

Adoption and Use

Mississippi
Ohio
Virginia
New York
Florida
Pennsylvania
Texas
Maryland
California
Kentucky
Nevada
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These states are utilizing NIEM for exchanges or have adopted NIEM statewide for all exchanges.


NIEM Federal and National

Adoption and Use

 The Program Manager-Information Sharing
Environment has designated that NIEM will be
the standard for sharing counterterrorism
information.

 The FBI Criminal Justice Information Services
(CJIS) Advisory Policy Board (APB)voted to
migrate the exchanges supported by the

National Crime Information Center (NCIC) to
NIEM.
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Standard for counterterrorism information and NCIC


NIEM National Exchange Development

* The FBI Criminal Justice Information Services
(CJIS) Suspicious Activity Reporting (SAR)

e eoTerrorist Watchlist Person Data Exchange
Standard (TWPDES)

e oDHS Person Screening
e oDHS Infrastructure Protection

* oDHS Emergency Management
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Let’s imagine for a moment that we have six different systems or entities.  They could be different domains (law enforcement, prisons, courts, motor vehicles, prosecutors, etc..) or different states or local jurisdictions; they could even be systems within these domains.



When two entities want to share information they must each develop a custom interface.



When another two entities wish to share data; they two must each develop a customer interface.  Not inherently benefiting from the previous interface.



Then….the same duplicative work takes place for a third interchange.  This continues to happen; even when those systems have already built interchanges with another system since it is likely that each used different standards.



Notice we’ve now had six development efforts; each independent of one another.  Each requiring a significant level of effort and money.  None benefiting from the others’ efforts.



Notice also there are still many more interfaces required to procure a full sharing environment.




NIEM at 50,000 Feet Information
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At its most base level, the NIEM is modeled to be able to describe people, places, things & events, and the relationships between all of them at different points in time.



Conceptually, data within NIEM is organized into the high level discrete categories shown in the blue ovals that fit into these 4 general categories. The size of the blue ovals reflects an approximate (and imprecise) relative size of each of the categories with respect to one another.



Activity, by far, makes up the bulk of the model, with person information coming in second. 



While each of these categories represents a stand-alone entity, they are structured such that they can also be associated to each other.


National Information Exchange Model
Information Sharing Effectiveness

Point-to-Point Mapping Canonical Standard
n{n-1) 2n
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P2P is a bad thing – inconsistent/incompatible, not reusable, etc.



To effectively exchange information, 

there must be a common semantic understanding of data among participants, 

and the data must be formatted in a consistent manner




The Information Sharing Challenge for the CJIS
Community
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NIEM conformance does not mean that you need to change your existing system.



NIEM only comes into play when you want to exchange information with CISS or OBTS.



NIEM is the standard for mapping the data fields between each of the systems.


NIEM Is the Foundation

e A to support government-wide
standards
e A for information exchange
— Building blocks for creating IEPDs
(schemas)

— Consistent definitions for data elements
— Consistent formats for data elements
e A of “reference” IEPDs
— Reusable / Leverageable
— “Standard, by choice”
for practitioners

e @Governance to the diverse needs
of the community
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