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STATE OF CONNECTICUT

OFFICE OF POLICY AND MANAGEMENT

Office of Labor Relations

October 7, 1998

OLR General Notice Number:  98-15

TO:


Labor Relations Designees

FROM: 

Office of Labor Relations

SUBJECT:

Electronic Monitoring of Employees

During the 1998 session, the State Legislature passed Public Act 98-142 that requires that employees be provided advance notice of any electronic monitoring in the workplace.  Attached is a suggested notice for agency use that complies with that law.  The law defines electronic monitoring as outlined on the attached notice.  Unless an agency already has a policy that satisfies the requirement, the suggested notice should be posted as required by the law.

The Public Act requires that each employer give written notice to all employees who may be affected prior to engaging in any type of electronic monitoring.  The Act requires that a notice concerning the types of electronic monitoring that may occur shall be posted in a conspicuous place which is readily available for viewing by its employees.  While the law provides exceptions to the requirement in certain limited circumstances, it is recommended that notice be provided to all employees of the possibility of electronic monitoring.

You should be aware that an existing statute, CGS Section 31-48b, provides that employers shall not use any electronic surveillance devices (including sound, voice or video recording or monitoring devices) to record or monitor employees in areas designed for the health or personal comfort of the employees or for safeguarding of their possessions, such as restrooms, locker rooms or lounges.  That law also prohibits employers and unions and their representatives from intentionally overhearing or recording a conversation or discussion about contract negotiations between the parties, by means of any instrument, device or equipment, unless there is consent of all parties to such conversation or discussion.  There are also federal and state laws that prohibit wiretapping, eavesdropping or recording telephone conversations except in limited specified circumstances.  

Employee questions about this policy should be directed to the Agency Personnel Office.  Questions from agency personnel officers may be addressed to Ellen M. Carter, who can be reached at 418-6218. 

_______________________

Linda J. Yelmini

Director of Labor Relations 
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STATE OF CONNECTICUT 

ELECTRONIC MONITORING NOTICE

Pursuant to the requirements of Public Act 98-142, An Act Requiring Notice to Employees of Electronic Monitoring by Employers, state employees should recognize that their work activities and communications may be subject to electronic monitoring.

“Electronic monitoring” is defined by the Act as “the collection of information on an employer’s premises concerning employees’ activities or communications by any means other than direct observation, including the use of a computer, telephone, wire, radio, camera, electromagnetic, photoelectronic or photo-optical systems, but not including the collection of information for security purposes in common areas of the employer’s premises which are held out for use by the public, or which is prohibited under state or federal law.”

Employees may be subject to electronic monitoring or recording (including sound, voice or video devices) while in State facilities and other locations where State business is conducted, except that employees will not be subject to any such monitoring or recording in areas designed for the health or personal comfort of the employees or for safeguarding of their possessions, such as rest rooms, locker rooms or lounges.  
Employees should understand that their activities involving State computer equipment and computer and/or electronic documents, data and communications, including e-mail and internet usage, are subject to being monitored, recorded and reviewed.  Employees should be aware that the fact that a document, data or communication has been “deleted” by the employee does not mean that the item cannot be monitored or retrieved and reviewed.  

Employees will not be subject to electronic monitoring or recording of the content of their direct telephone conversations, except as may be permitted under state and federal law.  

THIS NOTICE SHALL BE POSTED IN A CONSPICUOUS PLACE WHICH IS READILY AVAILABLE FOR VIEWING BY EMPLOYEES

Public Act No. 98-142

    (a) As used in this section:


(1)  "Employer" means any person, firm or corporation, including the state and any political subdivision of the state which has employees;


(2)  "Employee" means any person who performs services for an employer in a business of the employer, if the employer has the right to control and direct the person as to (A) the result to be accomplished by the services, and (B) the details and means by which such result is accomplished; and


(3)  "Electronic monitoring" means the collection of information on an employer's premises concerning employees' activities or communications by any means other than direct observation, including the use of a computer, telephone, wire, radio, camera, electromagnetic, photoelectronic or photo-optical systems, but not including the collection of information (A) for security purposes in common areas of the employer's premises which are held out for use by the public, or (B) which is prohibited under state or federal law.

    (b) (1) Except as provided in subdivision (2) of this subsection, each employer who engages in any type of electronic monitoring shall give prior written notice to all employees who may be affected, informing them of the types of monitoring which may occur.  Each employer shall post, in a conspicuous place which is readily available for viewing by its employees, a notice concerning the types of electronic monitoring which the employer may engage in.  Such posting shall constitute such prior written notice.


(2)  When (A) an employer has reasonable grounds to believe that employees are engaged in conduct which (i)  violates the law, (ii)  violates the legal rights of the employer or the employer's employees, or (iii)  creates a hostile workplace environment, and (B)  electronic monitoring may produce evidence of this misconduct, the employer may conduct monitoring without giving prior written notice.

    (c) The Labor Commissioner may levy a civil penalty against any person that the commissioner finds to be in violation of subsection (b) of this section, after a hearing conducted in accordance with sections 4-176e to 4-184, inclusive, of the general statutes.  The maximum civil penalty shall be five hundred dollars for the first offense, one thousand dollars for the second offense and three thousand dollars for the third and each subsequent offense.

    (d) The provisions of this section shall not apply to a criminal investigation.  Any information

obtained in the course of a criminal investigation through the use of electronic monitoring may be used in a disciplinary proceeding against an employee.

Phone:  (860) 418-6447    Fax:  (860) 418-6491

450 Capitol Avenue-MS# 53OLR, Hartford, Connecticut  06106
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